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1. OBILIHE ITOJIOKEHHUSA

Texuuueckoe 3amanme Ha CONPOBOXKIEHHE EIMHON ABTOMATH3MPOBAHHONH CHCTEMBI
«Jmexrponnass Toproeas Ilnomaaxa» (nanee — DTII), npeactaBnseT coboif OCHOBHOI
AOKYMEHT, YCTaHABIMBAIOWIMH TpeOOBaHUs M MOPATOK CONPOBOXKICHHS ABTOMATU3MPOBAHHOM

CUCTEMBI.

2. IEJb [IPOEKTA

Obecneuenne sddexTuHoi 1 GesonacHoi paboTter ITII, cBOeBpeMEHHAS ajaNTALMs
DyHKUMOHANA TOZ M3MEHAROLMECs TPeGOBAaHMs 3aKa3uMKa ¥ OBECcreveHue 0/b30BaTeNeH
HEOOXOAUMBIMH 3HAHUAME 1151 pabOTEI C CHCTEMOH.

3.1.

a.

b.

3.3.

il -l

W
-

3. 3AJJAYM ITPOEKTA

IMopnep:kxa padorocnocodnocTr ITII:

MoHuTOpHHEr QYHKIMOHHPOBAHMS CHCTEMBI M OMEPATUBHOE YCTPAHEHHE JIHOOLIX

TEXHHYECKUX cO0EB.

[IpoBenenue NpopUIAKTUIECKUX MEPONPUATHH ANA MPeaOTBPAILEHHS BO3MOMKHBIX

HEHCTIPABHOCTEH.
OnTuMusanms paGoTel M 06CTyKUBaHUE Oa3bl NaHHBIX.
VYceraHoBka natyeit 1 OOHOBNEHMIA,

Koppexruporka cymecrsyiomero ¢pynKnuoHana:

BHeceHHe H3MEHEHUH B COOTBETCTBHH C 3alpOCaMy 3aKa3umKa.
Hcnpasnenue omnbox B paboTe TEKyLIMX MOJYJIEH CUCTEMBI.

Yuer HOBbIX TpeGOBaHMH U peai3alis COOTBETCTBYIOIMX 10paboToK.

OnTrMu3anHs CHCTEMbI:

[loBBIIIEHNE TTPOU3BOMMTENBHOCTH CHCTEMbI 33 CYET ONTUMU3ALMH KOna
IPOLIECCOR,

Vyunrenre SLICTPOACHCTEHSA M CTAGHIILHOCTH paBGoThl CHCTEMBI.

ApanTauys CHCTEMBI K H3MEHSIOLINMCs 00bEMaM JTaHHBIX U HArPY3KaM.
Murpauus cucteMbl Ha HOBOE OGOPYACBAHHE.

ObecneueHne 6e30MACHOCTH JAHHBIX!

Peanuzanus mMep 1o 3aiyre oT HECAHKIMOHUPOBAHHOIO A0CTYIIA.

Peryiisipnoe o6HoBIEHME CHCTEMHBIX KOMIIOHEHTOB JUTS YCTPAHEHHUA YA3BUMOCTEH.
PesepBHOE KOMUPOBAHHE 1 BOCCTAHOBIIEHUE IaHHbIX.

IMoanep:xanne KOHGUACHIMANLHOCTH H LIENOCTHOCTH JAHHBIX.

ObGyuenne nepconajia:

IlpoBenenue 00yHaOMKX MEPONPUSATHIA ISl TIONL30BATENEH CHCTEMBI.

H
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b.  Paspabotka matepuanor no paGore ¢ cucTEMOiL.
¢.  KoHcynbTrpoBaHHE COTPYIHUKOB 3aKa34MKA 10 BOZHHUKAIOLMM BOITPOCaM.

4. TPEBOBAHHUSA K UHCITOJITHUTEJIHO

4.1. OnuIT ¥ KOMOETEHIHH:

a. VYcremHelfl onbIT paboTel B chepe paspaboTKH M CONMPOBOKIEHHS [POrpaMMHOrQ
obecneyeHHs He MeHee 3-X JieT.

b. 3nanue cOBpPeMEHHBIX TeXHOTOrUH paspaGoTku 10, 6a3 HAHHBIX, CHCTEM YIPABIEHUS
AOCTYTOM (peann30BaHHbIE MPOEKTHI 3a MOCICAHUE TPU TOAA, MOITBEPIKACHHBIMMU
KOMMSIMH IOTOBOPOB M TEXHHYECKUX 3aJaHuii).

4.2. llpoekTHsbie pedepennuu:

a. Ilpenocrapienne MOPTHOAMO ¢ NMOATBEPHKAIOMMMY IOKYMEHTAMH 06 YCIELIHOM
BHCPEHNM HE MeHee 3-X MPOeKTOR B chepe paspaboTku Beb-caiiToB.

b. Hanwuue mnoaTBepKAEHHOro oOMbITA 3a MOCHEAHME IBA Toga B chepe UT
CONPOBOKICHHMSL.

4.3. be30macHOCTh M KOHPUAEHIHAILHOCTE:

a. TapanrupoBanue KOH(UIESHIIMANBLHOCTH JaHHBIX.

b.  Cobmonenne crannapros MHQOPMAIHOHHOM GE30MaCHOCTH.
4.4. Cpoku u rpaduk padoTer:

a. CobnojieHue yCTAHOBIGHHBIX CPOKOB BBIMOTHEHHS PaboT.

b.  T'mGkocts B rpadmke paGoThl IPK PEIEHHH CPOUHBIX 3a1a4.
4.5. Texnuyeckasi moAAePKKA 1 06CTYKHBAHME:

a. Pearupopanue Ha cpouHble 3anpockl 24/7.

b. OnepartuBHOE ycTpaHeHHE MPobIeM.
4.6, OO0y4yenme mepcomaa:

a. Ilpoenenne TpeHWHrOB s  COTPYJAHMKOB 3aKa3dWKa 10  OOHOBIEHHBIM
KOMITOHEHTAM CHCTEMBI.

Hns obenyxusanus DTII Komnanws MODKHA MMETh MOJATBEPIKACHHBIH ONBIT B
TEXHHYECKOH IOAEPIKKE U pa3paboTke crcTeM Ha 6aze MSQ SQL Server, a TakKe HalTHUHE He
MEHEE OJHOro cepTuduuMpoBaHHOro creunanucra obenyxusanus CYBJ] (ceprudmkar
Microsoft MCSA SQL Database Administrator).

5. TPEBOBAHUS K COITPOBOXKJIEHUIO

5.1. BoifBjeHHe H ycTpaHeHHe HEMCIPABHOCTEH:

a.  OnepaTHBHOE BBIABIEHHE U YCTPAHEHUE TEXHHIECKNX MPOBIEM.

5.2. Be3onacHOCTEh:
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5.3.

5.4.

5.9.

5.10.

6.1.

6.2.

OGHoenenne SSL cepTudukaToB.
Bce u3MeHeHMs IOMKHBI COOTBETCTBOBATH BBLICOKHM CTAHIAPTAM OE30MacHOCTH,

Heobxomumo npoBoauTE peryspHbie NpoBepkH Ha YI3BUMOCTH, TAKHX KAK TECThl HA
TIPOHHUKHOBEHUE UITH ayauT KeHpUTypalui Ge30MacHOCTH.

MOHHTOPHHI CHCTEMBI:

Henonuurens nomxen o6ecnieunts KpYrioOCYTOUHbIH MOHHTOPHHI CHCTEMBI C
HCTIONB3OBAHMEM COBPEMEHHBIX MHCTPYMEHTOB (Hanpumep, Zabbix, Splunk wunn
aHaJIOrOB).

Coxpanenune quzaiina:

Bce BHECEHHbIE H3MEHEHHS MOMIKHBI CTPEMUTBLCS K COXPAHEHHIO TEKYLIEro auzaiina
I9TII. Heobxomumo u3berarh CyLIECTBEHHBIX BH3YAIbHBIX HM3MEHEHUH, KOTopLIe
MOTYT MOBJIUATE HA Y3HABAEMOCTb M NIPUBBIYHBINA MONL30BATENLCKHI OTIBIT,

CoBMeECTHMOCTE:

Obecnieuerne KOPPEKTHOH PaGoThI ¢ CYLIECTBYIOMHM 060pyaoBatiem u [10.

MunEMaabHOE BO3eHcTBHE HA QYHKIMOHAIbHOCTE:

BHecenue u3MeHeHui He TOMKHO HAPYILATEL OCHOBHOM (YHKLMOHAT CHCTEMBbI.

Coburonenne cTaHIAPTOB KOAHPOBAHHSL:

Bce namenenus AOKYMCHTHPYIOTCS H COOTBETCTBYIOT COBPEMEHHBIM CTaHaapTam.

PeszepBHoe konupoBanue:

OGecrieynTs pesepBHOE KOMUPOBAHKE Oa3bl TAHHBIX Kax/sie 15 MUHYT.
OGecrnevuTs pe3epBHOE KONMPOBAHKE XOCT-MAILIUHBI Pa3 B CYTKH.
TecTupopanue:

l'lepe,u BHEIPEHHEM H3MEHEHUH [IPOBOJUTCA TECTHPOBAHHUE HA TECTOROM cpene.

JOKYMeHTANUA H3MEHeHHii:

Bee BHECEHHDbIE M3MEHEHHMS TOKYMEHTUPYIOTCS ¢ YKA3aHMEM MPHYMH H [PHHIATIOR
MX QYHKIIMOHHPOBAHUS.

6. CPOKH M OTYETHOCTL

Cpoxn npoekra:

HauHeI! npoeKT conpopoxaeHus paccuntan 1o 31 aexabpsa 2025 roga ¢ MomenTa
NOAMHCaHMS JOrOBOpa MEKAY 3aKa3zuukoMm H Mcnonnurenem.

Ilepuoanyeckne 0TYETHI:

McnonHurens 10/DKeH TPeIocTaBNsThL PerylspHble OTYeThl 0 NpOAeNaHHOH paBoTe
(exeMecH4HO) © OMMCAHMEM BBINOJHEHHBIX 3afla4, BHIABIEHHBIX npobieM u
TPEINIOKEHUAMH IO YITYUIIEHHIO.
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6.3.

6.5.

72

1.2

8.1.

Ilnan peiicrBmii Ha ciiyvaii c60s:

HMcnonuuTens TOMmKeH npejocTaBuTh [LUIaH ACHCTRAI Ha cay4al KpuTHdeckux cOoes,
BKJIIOHAA OTBETCTBECHHOCTE 33 KOMMYHHKALMIO ¢ TPETLHMH CTOPOHAMH (HampHMep,
nposaiaepamu).

OgnwH pa3 B roa McnonHuTenb 1011KeH TPOBOANTS npouenypy BocctaHoryenus DTTI
U3 PE3EPBHLIX KOMUM ¢ MOANMCAHUEM COOTBETCTBYIOLIETO AKTA C 3aKA3UHKOM.

I'padux paborer:
I'paguk paGotsi npennonaraer BbinoHeHme 3a1a4 B paboume yachi:

Houenenbnuk - Iaranua: ¢ 9:00 o 18:00 (no Bpemenu Barymu).

B cryyae BO3HMKHOBEHUS KPUTHUECKH BAIKHBIX COBBITHI Wi npobaemM, HCMONHKUTEND
00532H ONEPATMBHO PEArHpOBATH HA MHLMAGHT He Gollee 3-X 4acoB M obecrneunBarh
paboTOCOCOOHOCTL CalfTa KpyrIocyTouHo, 7 AHel B HeAeNo.

Beinmonnenue pador:
PaoTsl BBIIONHAIOTCA MO Npe/BAPUTENBHOMY COMTACOBAHHIO C 3aKA3YMKOM, C
YHETOM KX MPHOPUTETHOCTH.

Yerpanenue ommGoOK JOMKHO Pean3oBaHo OT 2 10 24 4YacoB B 3aBUCHMOCTH OT
CITOXHOCTH ¥ MPUOPUTETHOCTH 3aJa4H.

Perynspusie oOHOBNEHHS U J0pabOTKU NPOBOAATCS C COBMIONEHHEM COrNIACOBAHHBIX
CPOKOB.

7. JOJI'OCPOYHOE COIIPOBOK/JIEHHUE

3akounTe IbHAS nepegada mpoexkra:

K oxonuanmio cpoxa kouTpakta Hcmonmumrens ofsi3aH nepefath Bce AaHHBIE,
UCXOIHBIE KOJIbI, IOKYMEHTALMIO U JOCTYIIbI B aKTYaIbHOM COCTOSHMUH.

Ob6HOBNCHHE CHCTEMBbI HA 3aBePLUAIOIEM TALIE:

Henonnurens obs3an obecnednTs nepexonblii aTan, eciu 3aKasunK PeLIMT CMEHHTS
HUcnonuutens nocie 3aBepiieHns KOHTPaKTa.

8. JIPYTUE TPEBOBAHHUS

KonaukT uaTepecos:

Mcnonuurens smwaetcs npaBa ydacTus B APYrMX 3aKYNOUHBIX NPOLEIYpax
3akazumka, 4TOOBl HCKINIOYHTH BO3MOXKHOCTH KOH(NMKTA HHTEpECOB. ITO
OOYCIIOBJIEHO TEM, UTO B TPOLECCE BHINOAHEHHA paboT MCNONHUTENs MOMKET
NOMyYUTE JOCTYN K KOH(uAeHUManbHOH HMHOOpMAlMKM O JPYrHX YYacTHHKAX
TeHJepa.
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1. ‘erg0 gdryangdgdo

G9dbognmo  @sgsgds  gmomosbo 53H™MBsBobofgdrimo  Loligdol  "gemgd@Hmbrymo
Bsga3tm 3estam®ds” (993mpmddo qld) 0sbbergdsby FoMBmsagbl  sgEmBadobomnduyeo
Lobygdob msbbengdols Bmmbagbgdols ws ®36bergdol Fabob wsdpygb doMoms @mgmdgbb.

2. 36mgg3ob dobsbo

9U3-0b 9399GH G0 ©s MLsGHObM FmBsmbdols MbOMb3gyngs, grbdgombsgrol @Hmmmo
5Q83(%530s  ©933900L  335egBsE Bmembmgbydmsb ©> 83b3strgdergdols MbEHmbggmymos
Bobgdsliosb 8758s0d0bmgol bsomm gmoboo.

3. 36mndEob s8mgsbgdo
3.1. gli3-ols 86mBolimbsmosbmBols BbstcosFoms:
a. Lob®gdol gnbjzombomgdols dmbo@mmobao ws Bgdolidogio #gdbozmmo bsmzgBol
3965300 S0dmEba®s.
b. 36mgowsd@ognto nmboldogdgdol Ba@emgds 8glisdmem aswBs®@msmdgdols 5300050
SLdEOMYdES.
¢. 8mbgdoms 350l 37j85mBol Mm3BHodobsEos @s dmBlisbryHads.
d. 35&Bgdols ©s ebsbargdgdol @oynbyds.
3.2. 3@gdmo gbjaombBagmols 3mmgd@omgds:
a. (33wogdgdob dg@sbs ©sd3ggmols dmmbmgbydols glisdsdolaco.
b. 3gamdndol gsdmlifinmgds 808mobstg Lolidgdol Bmoviemgdols 03smdsdo.
¢ sboro  Jmobmgbgdol  gsogsmolfobgds s Bglsdsdolo 30m0xmdgLgdgdol
256bmfonmads.
3.3. LobBgdol Mm3BHoBobogos:
a. bobEgdol Fa@mdsmdol s8smmgds 3moobs @5 3HmEglgdol m3Godobsgools bstyby.
b. LobEgdol LE®se38mdBgnBol s 32j85mBol Lisdomem@mdols 20790xmdgLgds.
c. bolkgdol s@sd®Bo®gds 8mbsagdms 335a0gdsq Bmgrianmdgdls ©s Rt telelaleptelatelesRich
d. Lob@gdol BogMagos sbaew mGymdommdsty).
3.4. 8cb539805 lsxGHmbmgBOl MbeHMBggmymes:
a. 563LsbgEomgdemo F3mdonliash sgzol embolidogdgbols 35BbmmEogmnds.
b. Lob®odnmo  3m83mbgbHgdol  Ggariers®mems pobobargds  Amfjygums@mdydol
500mbagbgMges.
c. dmboggdme Loy BIG3M 3m30M9ds s swE)Bs.
d. 8ebasggdos 3mbgowgbaosemmmbdols ©s 8oeosbmdol B9Bs@BrBods.
3.5. 3gGlmbaemols Lffagamgds:
a. LobHdol 8dbdstindagdobomgob bsbfsgerm nmbolidogdgdols Badsmos.
b, Lol®gdslionsh 82985mdol Bsbisergdols gdemBsggds.
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¢ ©933900L 0365886:08gdol gmBlma@omgds GsdnMow Lsgoomb%y.

4. 8mombegbgdo Jglryemgdemols 808s6m
4.1. 358mpEowgds s 3MB3gBgbaogdo:
a.  36HmyMsdnero qbeHrBgaymegol 98:8sg980Ls s msBbemgBdols Lggfm8o s®sBa3emad
3-farosbo Gomds@gdmmo bsBndsem gsdmaoomgds.

b, 3GmpGadamo bOmbagemymaol gdmBaggdols msbs8gtmzy  Bodbmenmgogdaols,
BebaggBons B3bgdob, faomBol Bx6mgols Loliggdgdol gmmbs (bgemdgatrmgengdgdols s

H9360379M0 E35wgBgROL sLiegdom @sELEIHRX WO M95¢0DgowEo 3Memgddndo
dermen bsdo Fanols 3368s3¢0mdsda).

4.2. 36mgd@ob HynnGgbgogdo:

a.  3oeGamnmonb  Faelnoagbs  39b-Lso@gdol  ©sbymagol Lxgmmdo dobodma 3
SOmgdHol  FodBagdom  gsbbamEogmgdols  Bylsbgd @s8sslitmEgdygero
©@m349996&gbom.

b. dmwn @G0 Feol  asBdsgmmdsdo @sLEGTOgdmEo  gsdmpowgdols  Jmbs
3OmyG0wo beHNBagmymaol bsdrsgmol bagmmdo.

4.3. LspGmbmgds ©s 3Mbgomgbrosmmmds:
a. 3mbsggdoms 3mbxnowmabEosm®mmdols §56Ms6EH0MgdS.
b. 0bgm&dsgommo Mlsamombagdol bgsbosm@gdols 05335
4.4. bs3)Bomb 33RO s 3MH>xOZ0:
a. La82985m9d0b Gglitrmagdol Es@aghoeo 35gd0l sEgs.
b. 8985m30b gMsgozob dmdbogmbs gssvIgdgwo s8mEsbgdols 3530l
4.5. $odbogamo BbstosFgMs ©s BmBlisbrytHgds:
2. OEHNIEIYBYLe Fnmbrgbgd by Mgsgo@gds 24/7-%y).
b. 36mdergdgdol m3g@sGormo semdnnbts.
4.6. 396bmbsemols bfagemgds:

a. ©3033900b 065886m8egdobmgol Gmgbobagdol Bsdsmods bobndols gsBsbmgdmmo
30030bgbEgd0ls glisbgd.

9U3-0l 8mdbobryMgdols BobBom 3mB3sBosl wbs 3dmbogl MSQ SQL Server-ols BBy

Lobgdgdol Bodbozmmo GbatasFgmols ©s 090853900l @asliBMMmgdemo as8mEEowads,

3193y 3gsgEgl BmBsggdms BsBgdol dsthorgols Lobgdols 8eadlsbeygdol sGebagzargd gGmo

Lghdogogodgdawo  Ldggosgrob®o  (Microsoft MCSA  SQL  Database  Administrator-ols

LB EH0R035H0).

5. dmmbemgbgdo msbbmgdols 808560
5.1. 35856005B9dOL g58mzergbs s sBmnbyGs:
2. $odbozneo 3mmbdwnBgdol m3gMs®ormo gsdmgamagbs s spdnaby®ms.
5.2. wgloamobegds:
a.  SSL Lpg®EHogozs@gdol asbsbeegds.
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b g39ms 33Eomgds s YgLsbsdgdmogl ABsBOENbMYdOL oo LBBHEIAL.
¢ bs Bo@ptogl  Bmfygmsmdgbols MpmsOwo  dgmfdnds, GOmamOoEss
dgefigge@mdols Bgbdndo 36 Msa®mbmgdols 3mbgoam@msgools smodo.

5.3. Lob®gdols 8mbo@gmGobyo:

a. 8g8boOwgdgmds wbs MBEMBggml Lolkgdols Loogusdolin 8mbo@m®obyo
5638906037 0BLEHMNAIBEHIBOL  #eBmygbgdom  (Bspswomsw, Zabbix, Splunk b
sBoemmandols).
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